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Abstract
Information security breaches are one of the fastest growing trends in the 
world. The pace and progression exceeds what many corporate companies can 
handle. That is why companies cannot rely on security technology to help reduce 
the risk of being compromised only, however employees also need to be 
involved. The goal of the study was to test the relationship between 
communication models and information security compliance. The researcher 
identified communication theories, which would later be used to develop into a 
framework called Miscellany of Perception and Determinism (MPD). Ten factors 
were extracted from this framework to test the relationship between 
communication and information security compliance at organizations. The MPD 
Framework shows that there is a significant relationship between the dependent 
variable Information security compliance and independent variables 
(communication factors) like Media Appropriateness, Reason for 
Communication, Non Conflicting Interpretations, Feedback Immediacy and 
Personal Focus. The findings also show that personal focus, non-conflicting 
interpretations, feedback immediacy, media appropriateness, and reason for 
communication explain 61.3 percent of information security compliance. The 
implications of these findings is that communication mediums used by 
organizations are generalised and do not consider user experience for promoting 
understanding thus influencing behaviour. Findings show that once policy 
communication includes the consideration of personal focus, feedback 
immediacy, non-conflicting interpretations, media appropriateness and the 
reason for communication, organizations have a greater chance of improving 
employee security compliance. 
Keywords: Information Technology, Policies, Perception Theories, 
Determinism Theories.
Introduction 
 Information security breaches influenced by insider threat is one of the 
fastest growing trends in the world. The pace and progression of security 
breaches exceeds what many corporate companies can handle. Security expert 
Caleb Barlow states that a total number of 2 billion records were lost or stolen 
around the world (Balow, 2016). Information security breaches cost companies 
450 billion dollars in profits in 2016. The IBM Security and Ponemon Institute 
study published in 2018 reports that the global average cost of a data breach is 
$3.86 million, which increased by 6.4 percent from 2017 (Ponemon Institute, 
2019). This loss included the cost of each stolen record, the cost of reputational 
damage as well as legal fees. Caleb Barlow states that the reason for the 
inadequacy of protecting companies from information security breaches is their 
policies. Research by  (Zadelhoff, 2019) states that one of the causes to 
information security breaches is a naïve system user Users may be unaware of 
the role they play in protecting their organization. The direct causes for 
ineffective communication include, poor conceptualization of the message, using 
inappropriate platforms/medium and poor listening skills (Maurice Odine, 
2015).Communication failures are said to be the major cause for error in the 
operating room (Lingard, Espin, Whyte, Regehr, Baker, Reznick, Bohnen, 
,Orser, Doran, 2004). Research states that employees have a need to feel like 
they are involved  and to feel appreciated (Maurice Odine, 2015). This helps 
influence how they behave or act towards a specific subject. The researcher 
states that employees can only be proficient in the workplace when they have 
enough information and the same employees can only perform well if there is 
two-way communication between them and their managers. (Maurice Odine, 
2015). The following research tests whether communication influences 
employee security compliance.
Research Objectives
The objective of the research is to prove or disprove the hypothesis derived 
by the researcher by testing employee compliance to information security 
policies by identifying the relationship between the communication of an 
information security policy to staff members in an organisation and their 
compliance to that policy.
Literature Review  
Information security governance 
The well-being of the organization depends on corporate governance (von 
Solms & von Solms, 2004). An organization’s board of directors makes the 
strategic decisions within an organization. This gives them the final say on major 
IT investments. Research states that securing the organization’s information 
assets is the sole responsibility of its Board of Directors and top management. 
This means there needs to be assurance that information security governance is 
enforced and adhered to (von Solms & von Solms, 2004). Below is an 
illustration of corporate governance.
 
Major corporate companies are becoming the main target for information 
breaches mainly because of ineffective communication of risk in information 
security. In 2016, Standard Bank’s systems were breached, and access to 
customer credit card details was compromised. This attack resulted in the loss of 
millions of rands.Companies like Standard Bank have steering committees and 
management committees. However; management may not communicate 
effectively information security policies discussed at their meetings across the 
lower levels of the organization. Top management understand the risk, but the 
average employee does not. 
Standard Bank’s 2013 report states that it has implemented a well-
organized IT governance framework (Hosken, 2016). The report further states 
that Standard bank provides support of cost effective management of resources 
and the optimization of processes that they mitigate risk. However, three years 
later 300 million Rands was stolen from the company. Top management should 
emphasise secure handling of information assets and the repercussions of not 
doing so. Regular information security and awareness training effectively 
maintains the expertise of employees within the specific functions (IT 
governance institute , 2006).The transmission of good information management 
practice must be conducted in the daily operations of employees, thus 
considering information security in all processes (The Government Information 
Security Management Board, 2009).
Compliance and Insider Risk
Compliance at organizations makes sure that business processes set out by 
management are performed as expected by employees (Cannon & Byers, 2006). 
More and more organizations are concerned about abiding by the law and 
legislation in order to avoid fines for non-compliance. Proving compliance is 
often a challenging activity for an organization (Cannon & Byers, 2006). 
Research by (Siponen, Mahmood, & Pahnila, 2009) states that negligent 
employees pose a serious risk to the security of the organization. Their research 
showed that “the visibility of the desired practices and normative expectations of 
peers will provide a solid foundation towards employee compliance”.
Research has found the following reasons contribute to employee 
compliance to information security policies:
• Internal employees are the biggest risk to organizational information. 
Employees are said to (involuntarily) create risks within the organization 
(Siponen, Mahmood, & Pahnila, 2009). That is why people must know and 
understand why policies are put in place and why controls must be adhered to. 
• Organizations have adopted the same style of communicating  
policies, which outline how daily procedures are conducted in order to reduce 
risk, but memorizing a policy document is not the most preferred approach for 
any employee. 
The least complex and most overlooked threat to information security 
comes from the user of the system. The main reason is that users know how the 
system works and may understand its infrastructure, however users are unaware 
of the security requirements and risks that that come with using that system. It is 
often the case with organisation, where a great deal of money is invested in 
technical solutions for security. However, the human factor receives little or no 
investment (Maqousi, Balikhina, & Mackay, 2013).
 Lack of common understanding 
Rani, (2016) states that in order for communication to take place there 
needs to be an understanding of the communication environment and the barriers 
that inhibit the message from being successfully sent or received. (Luneburg, 
2010) focuses on school administrators communicating effectively states that 
every step in the communication process is necessary for effective 
communication. The researcher identified factors that inhibit this process, 
referred to as process barriers. 
One is encoding barriers, which is when receiver fails to understand the 
message sent across from the sender due to language barriers. The same logic 
applies when technical jargon is used. 
The development of communication approaches changed over the years. In 
the past communication was more focused around people. Communication was 
linear from the top to the bottom levels of the organization (Narula, 2006). This 
is where research for analysing the practicality of information senders in 
fulfilling the enlightenment, this research found that the nature of the 
information need influences the channel that would be used. It went on to find 
that the least used channels were the ones that had the most effectiveness at 
arriving at solutions (Trauth, Kwan, & Barber, 1984). The research further states 
that new technologies for presenting information did not influence the value of 
the transmitted information by the objective measure. Another aspect of their 
research found that the characteristic of the given channels states that the context 
of the information should be considered in order to select the type of channel 
used to deliver the message. This comes with the results from another researcher 
that states that the type of information lends itself differently to the organizations 
available channels (Trauth, Kwan, & Barber, 1984).
Theories for Communication
Research has differentiated how communication can influence behaviours 
and group decision making using two views. The first is that communication is 
viewed as a medium of the group’s interaction. Therefore, the channel for the 
outcome of several factors on group decision processes. The subsequent point is 
that communication can be viewed as constitutive of the decisions made within 
the group. Communication, therefore, is the driver and influencer for decision 
making, rather than just a channel. There are different ideas around 
communication. The researcher performed a review of available literature and 
found theories that were best suited for this research.  Below is a combination of 
theories identified by the researcher in order to develop the MPD Framework. 
Communication Theory
Communication is a central part of human interaction. An article from the 
Nursing Standard states that among the most significant goal for nurses is to 
have effective communication for them and their patients (Casey & Wallis, 
2011). It further states that it is part of the national benchmark to assess 
communication including the appropriateness of methods used in order to care 
for patients effectively. The functional communication of an information security 
policy is the starting point to a successfully implemented information security 
program. If there is no direct alignment to the policy and knowledge of the user, 
the reception of the policy will not resonate with the end user, resulting in 
noncompliance. In every communication process, there are two main players, the 
sender and the receiver. The individual who initiates the communication is the 
sender and the receiver is the individual to whom the message is transmitted. In 
terms of the current research, the sender is the organization’s management and 
the receiver is the employee. Management encodes the information security 
policy by selecting words, gestures, and mediums to compose the message. The 
encoding process can take the form of verbal, non-verbal, or written language 
(Lunenburg, 2010).
Media Synchronicity Theory
Research states that a majority of communication processes used to 
promote shared understanding, performed by more than one employee, require 
the use of both convergence and conveyance processes. The use of two processes 
increases communication performance (Dennis, Fuller, & Valacich, 2008). 
Conveyance is based on the transmission of large amounts of raw information 
(information quantity) and retrospective analysis. This means that individuals do 
not have to transmit and process the information at the same time (information 
processing time). On the other hand, convergence is based on the transmission of 
higher level abstractions of information. It requires less deliberation on new 
information. This means that for individuals with shared mental models, the 
encoding and decoding of new messages is faster (Dennis, Fuller, & Valacich, 
2008). Burke and his colleagues state that synchronous communication is a 
significant factor affecting interpersonal communication and teamwork. Various 
types of media is used synchronously meaning communication takes place at the 
same time. Media used asynchronously does not take place at the same time 
(Dennis, Fuller, & Valacich, 2008).
Media Richness Theory
Daft and Lengel’s research from 1986 stated that the Media Richness 
theory is rooted from the assumption that organizations process information in 
order to decrease the level of uncertainty and equivocality. The latter is defined 
as the ambiguity of the task, caused by conflicting interpretations about a group 
or the surrounding environment. Uncertainty is defined as the difference between 
the amount of information required to perform and complete a task and the 
amount of information already possessed by the organization (Dennis & Kinney, 
1998).In summary the above means that when equivocality is high, an individual 
will not know what questions to ask and when uncertainty is high the group 
knows the question but lacks the necessary information to process. Therefore the 
more information you have the less uncertainty and equivocality you have 
(Dennis & Kinney, 1998). It was also noted that written media was preferred for 
certain tasks that have unequivocal messages while face to face is better for 
messages containing equivocality (Dennis & Kinney, 1998). Daft, Lengel and 
Trevino created a media richness hierarchy, which is comprised of four media 
groups: face-to-face, telephone, addressed documents and unaddressed 
documents.  In order to determine the richness of media the following factors are 
considered: feedback capability, language variety, social cues, and personal 
focus. Based on the abovementioned factors face to face media is the richest. 
The second is telephone, followed by email and then letters and memos (Dennis 
& Kinney, 1998). Daft and colleagues conducted Media Richness Theory study 
in 1987, which tested the choice of media and not the use. The tasks in the study 
were made up of communication activities, for example, the explanation of a 
technical matter. These were not organizational information processing tasks 
used in the actual theory. The research gave managers communication tasks and 
asked them to select which medium they would use. There have been various 
studies conducted. However, the studies do not test that performance is improved 
based on the factors identifying media richness (Dennis, Fuller, & Valacich, 
2008).
Combined theories for developing a framework 
From the above literature review we were able to formulate the Miscellany 
of Perception and Determinism (MPD) framework from architypes of 
communication theories and surrogates as shown by Figure 2, and to determine 
the strengths of each.  
  Developing Hypothesis
The researcher developed the following hypotheses for the MPD 
framework to depict the relationship between the variables as suggested from 
Figure 2. Figure 2 shows what variables are being studied and how such 
variables will be tested against each other.
• H1: There is a significant relationship between familiarity (i.e. how 
well does the employee know the IS policy) and security policy compliance.
• H2: There is a significant relationship between communication media 
(i.e. the type of media used to communicate the policy) and Security policy 
compliance.
• H3: There is a significant relationship between information quantity  
(i.e. how much information is contained within the IS policy) and security policy 
compliance.
• H4: There is a significant relationship between information processing 
time (i.e. how much time does the employee require to process and understand 
the policy) and security policy compliance.
• H5: There is a significant relationship between reason for  
communication (i.e. how well the organisation articulation why employees 
should comply with the IS policy) and security policy compliance. 
• H6: There is a significant relationship between media appropriateness 
(i.e. does the employee deem the media used to send the IS policy as 
appropriate) and security compliance.
• H7: There is a significant relationship between non- conflicting  
interpretations (i.e. is the employee left with unanswered questions about how to 
comply with policy) and security compliance. 
• H8: There is a significant relationship between uncertainty (i.e.  
similar to the above; however, is the employee unsure with regards to the 
requirement in the policy) and security compliance.
• H9: There is a significant relationship between feedback immediacy 
(i.e. does the media being used enable real time or immediate feedback) and 
security compliance.
• H10: There is a significant relationship between personal focus (i.e.  
can the employee understand how the requirements in the IS policy relate to their 
daily tasks) and security compliance.
Methodology
The study followed a quantitative approach to test the MPD framework 
and used the probability sampling design. The sample size comprised of 100 
employees. The organisation where these employees worked had an information 
security policy. A closed-ended questionnaire was used as the primary data 
collection instrument to measure the perceptions, behaviours and attitudes of the 
target sample, which were employees. It contained questions derived from the 
media synchronicity, media richness and communication theories. These were 
based on each of the factors identified in the theories. A Likert scale was used to 
rate employee’s experience in communication postures of their information 
security policies and their individual compliance posture. The survey was sent 
for ethical clearance prior to distribution and upon receipt of ethical clearance, 
the questionnaire was distributed to 6 different South African organisations, 
ranging from banks, to consulting firms and insurance companies. The goal is to 
obtain feedback from employees working in organizations that have an 
information security policy.  Data collected was anonymised and could not be 
traced back to a specific individual. 
Data Analysis
The researcher used SPSS as the statistical analysis software. The analysis 
described, enabled the analysis, and interpreted results from the quantitative 
research in order to identify and present a logical flow of how the results speak 
to the overarching research question. Table 1 shows Cronbach’s alpha values 
elicited. It should be noted that alpha values greater than or equal to 0.9 means 
that internal consistency (correlation) is excellent. If the alpha value is less than 
or equal to 0.5, internal consistency (correlation) is very low and revising the 
items in the research instrument is recommended.  
Descriptive Statistics
As part of the study, the participants were asked to provide their 
background information such as gender, ethnicity, age, highest educational 
qualification, and the size of their organization.  The questionnaire was 
structured to first get an understanding of the participants in the study.  What the 
study found is the following:
 
  Frequency of communicating IT Policies 
  It was noted that companies regularly communicate vision which 
had the highest percentage of communication occurrences, business project 
information came in second and training and development was the third highest 
frequency of communication. 
Methods of communication against effectiveness 
The data shows below the results obtained from participants measuring the 
importance of four categories of communication in order to help employees 
(effectively) perform their job. The four categories are made up of: i) face-to-
face interaction, ii) electronic communication, iii) written communications, and 
iv) telephone calls
 
 
Based on the above results it was noted that participants have been compliant 
with the IS policy, majority of the participants further stated that they do take 
compliance seriously and that they align their daily tasks to the IS policy. Using 
the results obtained through analysis using SPSS it was noted that on average, 
participants agree that they take compliance seriously and align information 
security policy to their daily tasks.
Factor Analysis
Research by Yong and Pearce states that factors are rotated to offer better 
interpretation. When a researcher has noted which factors to retain, those factors 
are rotated to eliminate ambiguity (Pallant, 2007). Factor rotation’s main purpose 
is to create a simplified structure that enables all items to load based on a 
minimal number of factors (Yong & Pearce, 2013). Factor rotation was created 
right after factor analysis was developed to help researchers to explain the results 
of a factor analysis (Osborne, 2015). Indeed, early methods were subjective and 
graphical in nature (Thurstone, 1938) because the calculations were labour 
intensive. Later scholars attempted to make rotation less subjective or 
exploratory. Using a principal axis factors extraction, the researcher has 
uncovered five latent factors that describe relationships between identified 
variables. These factors suggest various patterns for media synchronicity and 
media richness in communication can be used to communicate information 
security policy more effectively. The researcher used factor analysis to measure 
the suitability of the data and of sampling adequacy for variables identified 
within the theoretical model. The test measures the proportion of variance 
between items that form one factor. Below is the table of figures indicating the 
convergence of items for media synchronicity and media richness factors:

  Correlation 
Parametric test for normal distribution was performed during analysis and 
the data was normally distributed. A positive correlation between compliance 
and the three communication architypes suggest that these three have a more 
overbearing influence on compliance than most other architypes presented in this 
study. A list of the correlation between compliance and other architypes 
identified in the study are shown in Appendix 1.  
   Regression 
A regression analysis helped the researcher examine the relationship 
between the dependent and independent variables. A positive significant 
correlation of compliance with non-conflicting interpretations, suggests that 
users are more willing to comply with security policies if the communication is 
less vague, easy to understand and that the perceived interpretation of its benefits 
resonate with the ideals of the employee.   This is shown in Table 7. 
Normality was performed and the data assumes a normal curve A positive 
significant correlation of compliance with reasons for communication, suggests 
that users are more willing to comply with security policies if the reasons for 
compliance are well understood.    This is shown in Table 8. 
Normality was performed and the data assumes a normal curve A positive 
significant correlation of compliance with personal focus, suggests that users are 
more willing to comply with security policies if the security policies do not 
conflict with their immediate personal goals and aspirations.   This is shown in 
Table 9. 
From the linear regression analysis communication architypes of non-conflicting 
interpretations, reasons for communication, and personal focus significantly 
influence compliance of information security polices in much significant ways as 
opposed to other architypes such as communication media, task familiarity and 
feedback immediacy (see Appendix 1).
Discussions
Communication is the core enabler for business functions. Without 
communication no business can work effectively. The researcher took the study 
of information security compliance one step further by testing its influence on 
effective communication. The data showed that there is a strong positive 
correlation between personal focus regarding  how the employee’s daily tasks 
relate to the information provided, and Information security compliance (0.000). 
There is a strong significant correlation in predicting the dependent variable 
Information security compliance (0.486). Compliance was shown to also have a 
greater significant relationship with security risk. This finding supports most 
major findings on information security risk. We did not test this latter aspect. 
Correlation and regression analysis was performed, and resulted in the above 
hypotheses. Based on the outcomes of the tests, the overall significance of the 
research model was justified. However, five of the hypotheses were rejected, due 
to their insignificant values (where p<.0005).
    Hypothesis test results 
 A theoretical model was created based on communication, media  
synchronicity, and media richness theories. In order to test the theories and 
research model, ten hypotheses were developed and tested using confirmatory 
factor analysis (Pallant, 2016). Factor analysis was used to provide empirical 
results that would be closely related to the theoretical model. Because both the 
empirical result and theoretical model were similar, the researcher decided to 
proceed with the theoretical model for further analysis. The reliability of each 
construct in the model was measured using Cronbach Alpha coefficient values 
and all except media appropriateness were more than 0.7. This proposes that the 
internal consistency of the variables establish the research questionnaire that 
measures each factor. The outcome analysis is that the model’s significance is 
justified through the test results and five hypotheses were accepted while another 
five were rejected. 
    Hypothesis 5
There is a positive relationship between reason for communication and 
security policy compliance. A positive relationship between reason for 
communication and security compliance was assessed by hierarchical multiple 
regression. The p-value (.002) is less than .05 and proves a correlation between 
the two variables. Reason for communication was statistically significant to 
predict security compliance, where beta = .306 and sig value < 0.5. Therefore, 
the null hypothesis was rejected and the alternative hypothesis (H5) was 
accepted. In summary, when organisations emphasise the purpose (reason) for 
the need to adhere to the information security (IS) policy, then employees are 
more likely to comply. 
Hypothesis 6
    There is a positive relationship between media appropriateness and 
security policy compliance. A positive relationship between media 
appropriateness and security compliance was assessed by hierarchical multiple 
regression. The p-value (.005) is less than .05 and proves a correlation between 
the two variables. Media Appropriateness was statistically significant to predict 
security compliance, where beta = .280 and sig value < 0.5. Therefore, the null 
hypothesis was rejected and the alternative hypothesis (H6) was accepted. In 
summary, when media is deemed appropriate by employees, the security 
compliance is higher. This means that when (depending on the organisation) the 
appropriate media is selected to articulate the IS policy, more employees will 
comply.
    Hypothesis 7
    There is a positive relationship between conflicting interpretations and 
security compliance. A positive relationship between non-conflicting 
interpretations and security compliance was assessed by hierarchical multiple 
regression. The p-value (.000) is less than .05 and proves a correlation between 
the two variables. Non-conflicting interpretations were statistically significant to 
predict security compliance, where beta = .510 and sig value < 0.5. Therefore, 
the null hypothesis was rejected and the alternative hypothesis (H7) was 
accepted. In summary, the higher the non-conflicting interpretations, the higher 
the security compliance. This means, when employees understand what is being 
said and have no questions about the IS policy, then they are more likely to 
comply with the IS policy.
    Hypothesis 9
    There is a positive relationship between feedback immediacy and 
security compliance. A positive relationship between feedback immediacy and 
security compliance was assessed by hierarchical multiple regression. The p-
value (.000) is less than .05 and proves a correlation between the two variables. 
Feedback immediacy was statistically significant to predict security compliance, 
where beta = .288 and sig value < 0.5. Therefore, the null hypothesis was 
rejected and the alternative hypothesis (H9) was accepted. In summary, the 
higher the feedback immediacy, the higher the security compliance. Therefore, 
when the media selected enables realtime or immediate feedback from both 
parties(organisation and employee) when  the IS policy is being sent to them, 
then employees are more likely to comply.
    Hypothesis 10
There is a positive relationship between personal focus and security 
compliance. A positive relationship between personal focus and security 
compliance was assessed by hierarchical multiple regression. The p-value (.000) 
is less than .05 and proves a correlation between the two variables. Personal 
focus was statistically significant to predict security compliance, where beta = 
.486 and sig value < 0.5. Therefore, the null hypothesis was rejected and the 
alternative hypothesis (H10) was accepted. In summary, the higher the personal 
focus, the higher the security compliance. This means that when employees can 
relate to what is required of them from the IS policy persepective then they are 
more likely to comply. 
    Implications of Hypothesis 1,2,3,4 and 8
H1: There is a negative relationship between familiarity and security policy 
compliance
A negative relationship between familiarity and security compliance was 
identified by hierarchical multiple regression. The p-value (.224) is greater than 
.05 and suggests that there no correlation between the two variables. The factor 
was not statistically significant to predict compliance either, where beta = .025 
and sig value < 0.5.
H2: There is a negative relationship between communication media and 
Security policy compliance
H3: There is a negative relationship between information quantity and 
security policy compliance.
H4: There is a negative relationship between information processing time 
and security policy compliance.
H8: There is a negative relationship between certainty and security 
compliance.
It was noted that all the p-values are greater than .05, which suggest that 
there is no correlation among the variables and the security compliance. This 
means that when employees are certain of the tasks they need to perform, it will 
not directly affect security compliance. The same analogy applies to the other 
factors that do not correlate with the dependent variable. Information process 
time (β=0.464), information quantity (β=0.433) and Familiarity (β=0.259) have 
relatively higher beta values. This means that they are statistically significant to 
predict security compliance.  However, communication media (β=0.012) and 
certainty (β=0.100) have the lowest beta values contributing insignificantly to 
explaining security compliance respectively. The sig. value of all five factors is 
greater than .05. Therefore, hypotheses 1,2,3,4 and 8 were rejected. The study’s 
ultimate goal was to observe whether communication has any effect on the level 
of compliance from employees. This study may have been solely focused on 
information security policies. However, it is not restricted to security only. What 
has been discovered during the study can be applied to communication of policy 
within any organization.
Contribution
The contribution of this research to theory is that this research 
differentiates itself with other previous studies that touch on how communication 
influence compliance of security policies. This study aggregates various 
surrogates of communication modules and developed 10 architypes which are 
then tested against compliance (which was shown to increase risk significantly). 
The opportunity for richness of findings is demonstrated by how data was 
analysed. This study adds to literature by introducing the Miscellany of 
Perception and Determinism (MPD) to assist practitioners understand more 
about how users can increase compliance of policies they develop.  The MPD 
framework would have gone unnoticed without this organizational level data 
collection initiative.
Conclusion
The main focus behind the study was to test whether there was a 
relationship between information security compliance and communication. 
Communication was used as a basis for identifying factors that influenced the 
manner in which security policies were communicated to employees in an 
organization. Literature on communication theories helped in identifying these 
factors. These factors were then tested individually against the conceptual model 
for security compliance. The model that was developed in this study was known 
as the miscellany of perception and determinism (MPD) framework and was 
used to test these factors. The model shows that there is a strong positive 
relationship between the constructs, information security compliance, reason for 
communication, non-conflicting interpretations, media appropriateness, feedback 
immediacy and personal focus. All five of the above constructs explain 61.3% of 
security compliance. However, the strongest factors with unique contributing 
prediction power towards employees ability to comply with information security 
policies was observed to be personal focus and non-conflicting interpretations.  
What was observed as well was that the communication mediums used by 
organizations were very general, vague and not specific towards inducing the 
desired change in behavior.  Findings show that the desired behavior change for 
policy compliance will come once policy is very specific, and is communicated 
in a way that encourages employees to consider ethical implications of non-
compliance particularly when faced with moral dilemmas. That is why the 
constructs personal focus and non-conflicting interpretations had a stronger 
bearing in our model. We hope these findings will help organizations manage 
compliance of security policies better. 
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